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NHOOPMAILIMOHHAA [TAMATKA
JUIA OBYUHAIOIINXCA JJI PASMELIEHUA
HA OOUIIMAJIBHBIX UHTEPHET-PECYPCAX

C Ka>XIbIM I'OA0OM MOJIOACKHU B MHTCPHETC CTAHOBUTHLCA 60J'II>IIIC, 4 IIIKOJIbBHUKHN
OJHH N3 CaMbIX aKTUBHBIX MOJIb30BaTeNICH PYHCTa. MC)KI[y TCM, IIOMHUMO
OTPOMHOI'O KOJINYICCTBA BOBMO)KHOCTGﬁ, HHTCPHCT HCCCT U HpO6JI€MI)I. OTta
IHaMsTKa JOJIXKHA IIOMOYb TeOe Oe301acHo HaXOIUTLCA B CCTH.

KommnerotepHsie BUPYChI

KomnbroTepHbIit BUPYC - 3TO Pa3HOBUAHOCTh KOMITBIOTEPHBIX IPOTpaMM,
OTIIMYUTENBHONW OCOOEHHOCTBIO KOTOPOU SIBIIIETCS CIIOCOOHOCTH K PA3MHOKEHUIO.
B nomonHeHnue Kk 3TOMy, BUPYCHI MOTYT MOBPEIUTH HIIM TIOJTHOCTHIO YHUUTOXKUTD
Bce (hailiibl ¥ TaHHBIC, TTOJKOHTPOJIBHBIE TMTOIH30BATEIN0, OT UMEHU KOTOPOTo ObLIa
3aIyIieHa 3apakeHHas IPOrpaMMa, a TakyKe MOBPEIUTh WITH 1aXKe YHUUTOKHUTD
OIEPALMOHHYIO CUCTEMY CO BceMH (haiiinamu B 11iesioM. B GonbIIMHCTBE CilyyaeB
pacmpoCTPaHSIIOTCSI BUPYCHI Uepe3 MHTEPHET.

MCTOI[BI 3aIlIUTBI OT BpECAOHOCHBIX ITPOIrpaMM:

l. HCHOHBSYI?I COBPCMCHHBIC OIICPAIMOHHBIC CUCTCMbI, UMCIOIITHC CGpBGBHBIﬁ
YPOBCHB 3allIUTBI OT BPCAOHOCHLIX ITPOI'paMM;

2. I[locTostHHO ycTaHABIMBa MayTH (LIU(PPOBBIE 3aAIIATKH, KOTOPHIE
aBTOMATHUYECKU YCTAHABIMBAIOTCA C LIETBIO0 JOPAOOTKU MPOTrpaMMbl) U APyTHe
OOHOBJICHUS CBOEH OmepaluoHHON cucTeMbl. CkaunBai UX TOJBKO C
oduimansHoro caiira pazpadorunka OC. Ecnu cyiiecTByeT pexxum
aBTOMATUYECKOT0 OOHOBJIEHUS, BKIIFOUH €T0;

3. Pabortaif Ha CBOEM KOMIBIOTEPE MO/ ITpaBaMH M0JIb30BATEIS, a HE
aJIMUHHUCTpATOpa. DTO HE MO3BOJIUT OOJBIIUHCTBY BPEJOHOCHBIX IPOrpaMMm
WHCTAJTUPOBATHCSI HA TBOEM MEPCOHATBLHOM KOMITBIOTEPE;

4. Vicnonb3yit aHTUBUPYCHBIC IPOTPAMMHBIE MPOTYKTHI U3BECTHBIX
IIPOU3BOJIUTEIICH, C aBTOMAaTHICCKHM OOHOBIICHHEM 0as3;

5. Orpannub (pU3NYECKUN JOCTYI K KOMIIBIOTEPY ISl IOCTOPOHHUX JIULL;

6. Ucnionp3yil BHENITHUE HOCUTENH MHGOPMAIINH, TaKUE KaK (uIelka, TUCK WU
daiin u3 uHTEpPHETA, TOJIHKO U3 TPOBEPEHHBIX UCTOYHUKOB;

7. He oTKpbIBail KOMIBIOTEPHBIE (Pailiibl, MOJYyYEHHBIE U3 HEHAJEKHBIX
MCTOYHUKOB. J{axke Te (aitipl, KOTOpbIE MpUCal TBOW 3HAKOMBIN. Jlydrie yrounu
y HETo, OTIPABJISUI JIU OH TeOe uX.

Cetu WI-FI



Wi-Fi - 310 He BU NIepeadyn JaHHBIX, He TEXHOJIOTHS, & BCETO JIUIITL OpeH/I,
mapka. Emie B 1991 rony Hunepianckas KoMIaHus 3apeructTpupoBaia OpeHa
"WECA", uto o603Hauano cnoBocouetanue "Wireless Fidelity", koTopbrit
MepeBOIUTCS Kak "0ecrpoBOHAsS TOYHOCTh".

Jlo Hamiero BpeMeHH Jo1uIa Apyras ab0peBuarypa, KoTopas sIBIsieTcs TaKOoH ke
TexHoJoruen. 910 abbpeBuarypa "Wi-Fi". Takoe Ha3BaHHEe OBLIO TaHO C HAMEKOM
Ha CTaHJapT BbIcIIel 3BykoBoil TexHuku Hi-Fi, uto B mepeBoe o3HavaeT
"BBICOKAsi TOYHOCTB .

Jla, OecrimaTHBIM HMHTEPHET-A0CTYH B Kae, OTEIsIX U adpoIopTax sSBISCTCS
OTJINYHOM BO3MOXKHOCTBIO BbIXOJa B MHTepHET. HO MHOTHE SKCTIEpThl CUUTAIOT,
yTo o0menoctynusie Wi-Fi ceTu He aBst0TCS O€30MaCHBIMU.

CoBeTbl 10 0€30MaCHOCTH pabOThI B OOIIEOCTYIMHBIX ceTsax Wi-fi:

1. He nepenagaii cBoro JinuHyto uHdopMaiuio yepes3 oodmenocrynubie Wi-Fi cetu.
PaGoTas B HUX, KeNnaTeIbHO HE BBOAUTH MAPOJIH JIOCTYIIA, JOTUHBI M KAKHE-TO
HOMeEpa;

2. Ucnonb3yit 1 OOHOBIISN aHTUBUPYCHBIE IPOrpaMMBbl U Opanamayep. TeM cambiM
Thl 00€30MacuiIb cedsl OT 3aKaYKU BUpPYyca Ha TBOE YCTPOMCTBO;

3. IIpu ucnonwzoBanuu Wi-Fi otkmoun pynkmuio "OOmuit goctyn K daiaam u
npuHTepam". JlaHHast PyHKIMS 3aKphITA IO YMOTYAHUIO, OJJHAKO HEKOTOPHIE
MOJI30BATENIM AKTUBUPYIOT €€ JIJIsl yI00CTBA UCTIOJIb30BaHus B paboTe mwin yuede;

4. He ucnonw3yit nyonuunsiidi WI-FI 1715 nepenayun TMUHBIX JaHHBIX, HATPUMED
JUISL BBIXO/IA B COLIMAJIBHBIE CETH WM B JIEKTPOHHYIO TIOYTY;

5. Wcnonw3yii Tosibko 3amuineHHoe coeaqunenue uepe3 HTTPS, a ue HTTP, T.e.
pu Habope BeO-apeca BBOAM UMEHHO "https://";

6. B moOuisHOM Tenedone otkimoun Gynkuio "Tlogkmouenue k Wi-Fi
apTroMarnuecku'. He gqonyckaii aBTOMaTHYECKOrO MOJIKIFOYEHUS YCTPOIMCTBA K
cetsim Wi-Fi 6e3 TBoero cormnacusi.

ConmaiapHbIE CETH

CornuanabHbIe CETU aKTHBHO BXOJISIT B HAITY KU3HB, MHOTHE JIFOAN Pa0OTAIOT U
JKUBYT TaM MOCTOSIHHO, a B Facebook yxe 3aperncrpupoBan Musirap1 4eJI0BeK,
YTO SIBJISICTCSI OMHOM CebMOM BCEX JKUTENCH MmIaHeThl. MHOTHMe moJIb30BaTeIu HE
MMOHUMAIOT, YTO HH(pOPMAITUs, pa3MEIICHHAs UMM B COITUAIBHBIX CETIX, MOXKET
OBITH HaliZicHa U UCIIOJIb30BaHa KEM YTrOJAHO, B TOM UHCIIC HE 0053aTENIBHO C
OJIaruMu HaMEPEHUSIMU.

OCHOBHBIE COBETHI IO OE30MACHOCTH B COIMAIBHBIX CETAX:

1. Orpanuub crucok apy3eil. Y 1e0s B Ipy3bsiX HE TOJBKHO ObITh CIIy4allHBIX U
HE3HAKOMBIX JIFO/ICH;



2. 3amminaii CBOIO YacTHYIO XU3Hb. He ykaspiBail mapomnu, TenedoHsl, aapeca,
JIaTy TBOETO POXKJICHUS U JPYTYIO JIMYHYIO HH(OpMAIUIO. 3II0yMBIIIICHHUKA
MOTYT UCIOJIb30BaTh a)ke HH(OPMAIUIO O TOM, KaK Thl U TBOU POAUTENIN
IUIAaHUPYETE IPOBECTH KAaHUKYIIbL;

3. 3ammimai cBOO PEMyTaIHIO - IEPKH €€ B UUCTOTE U 3a7aBail cebe BOmpoc:
XO0TeJ OBl ThI, YTOOBI IPYTHE TTOJIH30BATEH BUACIH, YTO ThI 3aTPy’Kaeiib?
[Togymaii, mpesxie 4UeMm 4TO-TO OMyOJIMKOBATh, HATUCATh U 3aTPY3UTh;

4. Ecnu Thl TOBOPHILIB C JIFOJIBMU, KOTOPBIX HE 3HACIb, HE UCIIOJIb3YH CBOE

2 b
peasibHOe UMSI U APYTYIO JIMYHYIO HHPOPMAIUH: UMsI, MECTO KHUTEIbCTBA, MECTO
y4eOBbl U poUee;

5. N36erait pazmenienus hortorpaduii B UnTepHeTe, rae Thl H300pakeH Ha
MECTHOCTH, 110 KOTOPOI MOKHO OIPECIUTh TBOE MECTOTIOJIOKEHHE;

6. [Ipu peructpanuu B COUUAIBHON CETH HEOOXOAMMO UCIIOJIH30BATh CIIOAKHBIE
NapoJIv, COCTOSUIME U3 OYKB U (P U C KOJIUYECTBOM 3HAKOB HE MEHEE &;

7. 71l conManbHOM CeTH, MOYTHI U APYTUX CAUTOB HEOOXOIMMO UCIOJIb30BaTh
passble napoau. Torna ecnu Te6st B3IOMAIOT, TO 3JI0YMBIITUICHHUKH TOJTy4daT
JOCTYII TOJIBKO K OJJTHOMY MECTY, a HE BO BCE Cpa3y.

9H€KTpOHHBIG JCHBI'

DJIEKTPOHHBIE JICHBIU - 3TO OUYEHb YJOOHBIN CIOCOO IIaTeXel, 0HAKO
CYILIECTBYIOT MOIIIEHHUKU, KOTOPBIE XOTAT MOJYUYUTh T JICHBIH.

DNEeKTPOHHBIE IEHBI'U MOSBUINCH COBCEM HEAABHO U UMEHHO H3-3a 3TOr0 BO
MHOTHUX F'OCyAapCTBax JI0 CUX MOP HE MPOMMUCAHO PO HUX B 3aKOHAX.

B Poccun e oM QYHKITMOHUPYIOT U O HUX YK€ MPOTHMCAHO B 3aKOHE, TJIE UX
pa3zeNsaoT Ha HECKOJIbKO BUIOB - aHOHUMHBIE M HE aHOHUMHBIE. Pa3HHIIA B TOM,
YTO aHOHUMHBIE - 3TO T€, B KOTOPBIX pa3pemiaeTcs MPOBOIUTH OTIEpalny 0e3
UJIeHTU(PUKAIINY TI0JIH30BATEIIS, 2 B HCAHOHUMHBIX UACHTH(HUKAIIHS TI0JIH30BaTEIIS
SIBIISIETCS 0053aTEIIHLHOM.

Takoke ciaenyeT pa3inuyarh 3JIEKTPOHHbIE (PUATHBIE IEHBIU (PaBHBI
roCyAapCTBEHHBIM BAJIIOTAM) U 3JIE€KTPOHHbIE HEe()UATHBIE I€HbIU (HE paBHBI
rOCyAapCTBEHHBIM BAJIIOTaM).

OCHOBHBIE COBETHI IO 0€30TaCHOM padOTe ¢ ITCKTPOHHBIMU JICHbIAMHU:

1. IlpuBsiku K cueTy MOOMIIBHBIN TenedoH. ITo caMblil yIOOHBIA U OBICTPBIiA
CIoco0 BOCCTAaHOBUTH JIOCTYM K cueTy. [IpuBsizanHbIi TenePOH MOMOXKET, €CIIU
3a0y/Ie1llb CBOM TJIATSKHBINA APOJIh WK 3aiICIIh Ha CAUT C HE3HAKOMOTO
YCTPOUCTBA;



2. Vcnonb3yit onHOpa3zoBeie napoiu. [locie nepexoa Ha yCUIEHHYIO
aBTOpU3AIMIO TeOE yKe He OYJIeT yrpoKaTh OMacHOCTh KPAXKU WJIU TIepexBaTa
IJIaTEXKHOTO MapOJIs;

3. Beibepu cnoxxubIi mapods. [Ipectymankam OyaeT He MPOCTO yraaaTh CIOKHBIN
naposib. Hane:xHble maposiu - 3TO Maposv, KOTOPBIE COAEPKAT HE MEHEE 8 3HAKOB
¥ BKJIFOYAIOT B C€0sl CTPOYHBIE U TIPOIMUCHBIE OYKBBI, ITU(PBHI U HECKOJIBKO
CHUMBOJIOB, TaKME KaK 3HAK JoJuiapa, GyHTa, BOCKJIMIATEIbHBIN 3HAK U T.11.
Hanpumep, $tROng!;;

4. He BBOAM CBOM JTUYHBIE JAHHBIE HA CaliTaX, KOTOPHIM HE JOBEPSIEILIb.
DneKTpoHHAas 1oYTa

DIIEKTPOHHAS TTOYTA - 3TO TEXHOJOTHS U MPEIOCTABISEMBIE €10 YCIIYTH T10
MEPEChUIKE U MOTYUYCHHIO AJIEKTPOHHBIX COOOIICHUM, KOTOPBIE paclpeIestoTCs B
KOMIBIOTEpHOU ceTh. OOBIYHO 3JIEKTPOHHBIM MOYTOBBIN SIIUK BBITJISIAT
CJICAYIOIIMM 00pa30oM: UMsI_TOJb30BaTENA(@UMs_JoMeHa. Takke KpoMme nepeaadu
MPOCTOr0 TEKCTA, UMEETCS BO3MOKHOCTh NIepeiaBaTh (Paibl.

OCHOBHBIE COBETHI 110 OE30ITaCHOM pPabOTE C IEKTPOHHOM MOUTOM:

1. Hago BeIOpaTh NpaBWIIbHBIN TOYTOBBIN CcepBUC. B MHTEpHETE €CTh OrPOMHBIN
BbIOOP OECIUIaTHBIX MOYTOBBIX CEPBUCOB, OJIHAKO JIy4IllEe JOBEPSATH TEM, KOT'O
3HACIIb U KTO MEPBBIM B PEUTUHTE;

2. He yka3biBail B IMUHOM NOUTE JIMUHYIO HH(popMmanuto. Hanpumep, ydine
BbIOpaTh "My3bIKaIbHBIN _(panat@" unum "pok2013" BmecTo "Temal3";

3. Vcnonp3yil ABYXATANHYKO aBTOPHU3AIMIO. ITO KOT/1a IOMUMO MapoJisd HY>KHO
BBOJUTH KOJ, MpUChLIaeMblii 0 SMS;

4. Bp1Oepu CIOKHBIN NTaposib. [[J1s1 KaXX10r0 MOYTOBOTO SITUKA TOKEH OBITh CBOM
HAJIC)KHBIN, YCTOWYHBBIN K B3JIOMY I1ApOJIb;

5. Ecnu ecTh BO3MOXKHOCTD HalucaTh CaMOMY CBOM JIMYHBIN BOIIPOC, UCTIOJIb3YyH
3Ty BO3MOKHOCTH;

6. Mcnosib3yil HECKOJIBKO MOYTOBBIX SIIIUKOB. [IepBbIii 1711 4aCTHOM MEPENUCKU C
azgpecaTaMu, KOTOPBIM Thl JOBEPSCIIb. ITO SJIEKTPOHHBIN aJIpec HE HAJO
WCITIOJI30BATh TIPH PErUCTpaluy Ha (opyMax u cailTax;

7. He oTkpsiBaii (haiiibl U Apyrue BIOKEHUS B MUChMaXx, JaKe €CJIM OHU MPUILLITU
OT TBOMX Jipy3ei. Jlydllle yTOUHH Y HUX, OTTIPABJISIIN JIM OHU TeOe 3TU (ailiibl;

8. Ilocne okoH4yaHus pabOThI HA TOYTOBOM CEPBHCE MEPE]T 3aKPHITHEM BKIIAJIKU C
caiiToMm He 3a0yJp HaXXaTh Ha "BeiidTu".

KuGepOymiauHr unu BUPTyaIbHOE U3E€BATENBCTBO



KubepOymmmHr - mpeciejoBaHue COOOIIEHUSIMH, COAEPKAIUMU OCKOPOJICHUS,
arpeccuio, 3ayruBaHue; XyJIUTaHCTBO; COIMAIbHOE OOMKOTHPOBAHNE C TIOMOIIIHIO
Pa3IMYHBIX UHTEPHET-CEPBUCOB.

OcCHOBHBIE COBETHI 110 O0pHOE ¢ KHOEPOYITUHIOM:

1. He Opocatics B 60i. Jlydiunii crioco0: TOCOBETOBAThCS KaK ce0sl BECTH U, €CIIH
HET TOTO, K KOMY MOKHO OOpaTUTKCS, TO BHAYAJIE YCIIOKOUThCS. ECIn ThI HAaYHEIITh
OTBEYaTh OCKOPOJICHUSIMI Ha OCKOPOJICHHUS, TO TOJBKO €I1le OOJIbIIe Pa30KKEIIIb
KOH(JIHMKT;

2. Ynpasnsii cBoel kuOeppermyTauuei;

3. AHOHUMHOCTB B ce€TH MHUMas1. CylIeCTBYIOT CIOCOOBI BBIACHUTD, KTO CTOMUT 32
AHOHUMHBIM AKKAYHTOM;

4. He cTouT BecTu XyJIUTaHCKUNA 00pa3 BUPTyaIbHOMU Ku3HU. UHTEpHET
(buKCUpyeT BCE TBOM JICUCTBUS M COXPAHSIET UX. Y AJIUTh UX OyAeT KpaitHe
3aTPYyIHUTEIIBHO;

5. Cobiroail CBOIO BUPTYAJIbHYIO YECTh CMOJIONY;

6. UrHopupyit enMHUYHBIN HeraThB. OHOPa30BbIe OCKOPOUTEIBHBIC COOOIICHHUS
Jydiie urHopupoBaTh. OOBIYHO arpeccus MpekpaiiaeTcs Ha HadyaabHON CTaluu;

7. ban arpeccopa. B nporpamMax oOMeHa MTHOBEHHBIMH COOOIIEHUSIMU, B
COIMAJIBHBIX CETSIX €CTh BO3MOXXHOCTH OJJOKUPOBKHU OTIPABKU COOOIICHHH C
OMPEICICHHBIX aJPECOB;

8. Ecnu T cBUAETEND KNOEPOYIIMHTa. TBOM AEHCTBUSA: BHICTYIUThH IPOTUB
npeciieIoBaTeNs, M0Ka3aTh EMY, YTO €ro AEMCTBUS OLICHUBAIOTCSI HETaTUBHO,
MOJJIEPKATh KEPTBY, KOTOPOU HyHa IICUXOJOTUYECKAs TIOMOILb, COOOLIUTh
B3pPOCJIBIM O (paKT€ arpeCCUBHOTO MTOBEACHHUS B CETH.

MoOubHBIN TenehoH

CoBpemeHHbIe cMapT(HOHBI U TJIAHIIETHI COJIepKaT B ce0e BIOJIHE B3POCIIbIN
GyHKIIMOHAJ, U TETIEPh OHU MOTYT KOHKYPHUPOBATh CO CTAllMOHAPHBIMU
KoMIibroTepamu. OTHAKO, CPEICTB 3aAIUTHI JJISI IOJOOHBIX YCTPONUCTB MOKA OYCHb
MaJ10. TecTUpOBaHKE U MTOMCK YS3BUMOCTEN B HUX ITPOUCXOAUT HE TAK
MHTEeHCHBHO, Kak 11 [1K, To ke camoe kacaeTcss 1 MOOMIIBHBIX MPUITOKCHUT.

CoBpeMeHHbIE MOOMIIBbHBIC Opay3ephl y)Ke MPAaKTHUSCKH JIOTHAJIA HACTOJIbHBIC
aHaJIOTH, OJHAKO paciiupeHue PyHKIMOHaIa BJIEYET 32 CO00M OOJBIITYIO
CJIOKHOCTh M MECHBIIIYIO 3aIUIIEHHOCTb.

I[aJ'ICKO HC BCC IIPOU3BOJUTECIIN BLIITYCKAIOT O6HOBJ’IGHI/I${, 3aKpPbIBAIOIINC
KPUTHUYCCKUE YA3BUMOCTHU AJIsI CBOUX YCTPOﬁCTB.

OCHOBHBIE COBETHI JIJIs1 0€30MACHOCTH MOOMIBLHOTO TenedoHa:



Huuero He siBasercs IMO-HACTOAIICMY OecCIUIaTHBIM. BYI[I) OCTOPOIKCH, BEAb KOraa
TeOe npcajiararoT OecCIUTaTHBINA KOHTCHT, B HCM MOI'YT OBITH CKPBITBI KAKHUC-TO
IUIATHBIC YCIIYTH,

Hymait, mpexae yem otinpaButb SMS, ¢hoTo wnm Buieo. Thl TOUHO 3HACIIID, T/IE
OHHU OYJyT B KOHEYHOM UTOTE?

Heo6xoaumo 0OHOBIIATH ONEPAIIMOHHYIO CUCTEMY TBOETo cMapThoHa;
Hcnonp3yit aHTUBHPYCHBIE POTPaMMBbI 111 MOOUIIbHBIX TeNe(OHOB;

He 3arpy>1<a1?1 IMPUITOKCHUA OT HCU3BCCTHOI'O HCTOYHHKA, BCAb OHU MOTI'YT
COACPKAThb BPCAOHOCHOC IIPOIrPaAMMHOC O6CCH€‘1€HI/I€;

[Tocne Toro Kak Thl BEIMACIIB C CaldTa, I/I€ BBOJWII JINYHYIO MH(OPMAIUIO, 33l B
HACTPOWKH Opay3epa u yaanu cookies;

[leproguyecku NpoBepsiv, KAKUE IIIATHBIE YCIYTH AKTUBUPOBAHbI HA TBOEM
HOMEDE;

I[aBaﬁ CBOM HOMCD MOOMJILHOTO TCJIG(bOHa TOJIBKO JIXOO5M, KOTOPBIX Thl 3HACHIb U
KOMY HOBCPACIID,

Bluetooth nosmken ObITh BBIKJIIOUEH, KOTa Thl UM HE TOJIb3yelnibes. He 3a0biBait
WHOT/Ia POBEPATH 3TO.

Online urpsi

CoBpeMeHHbIE OHJIAH-UTPHI - ATO KPACOUYHBIC, 3aXBATHIBAIOIINE PA3BICUCHNUS,
OOBEAUHSIONINE COTHH THICSY YEJIOBEK 10 BceMy Mupy. Urpoku uccneayror
JAHHBIN UM MHp, OOIIAIOTCS IPYT C IPYTOM, BBITIOJTHSIOT 3a/IaHUs, CPAKAIOTCA C
MOHCTpPAMH U MOTYYalOT OMBIT. 32 YAOBOJIBCTBUE OHU TUIATST: MOKYIAIOT JIUCK,
OIIAYMBAIOT A00OHEMEHT WJIM MMPUOOPETAIOT KaKKe-TO OIIIUH.

Bce atu cpenctBa uayT Ha MOJAEP)KaHUE U PA3BUTHE UTPBI, @ TAKKE HA caMy
0€30MacHOCTh: COBEPIIEHCTBYIOTCSI CUCTEMBI aBTOPU3AIMH, BBIITYCKAIOTCS HOBBIE
naTyu (LU@poBbIe 3aIIaTKU U1l IPOTPaMM), 3aKPbIBAIOTCS YA3BUMOCTH CEPBEPOB.

B no106HBIX UTpax CTOUT OIacaThCs HE CTOJIBKO CBOMX COMEPHUKOB, CKOJIBKO
KpaXXu TBOETO MapoJisi, HAa KOTOPOM OCHOBaHA CUCTEMa aBTOPHU3ALMU OOJBIINHCTBA
urp.

OcHOBHBIE COBETHI 10 0€30IaCHOCTH TBOET'O HUI'POBOI'0 aKKayHTa:

1. Ecu npyroit urpok BeaeT cedsi MI0X0 WM CO3/1aeT Te0e HENPUSITHOCTH,
3a0JIOKHPYH €ro B CIIUCKE UTPOKOB,;

2. Tloxanyiicsa aiMUHUCTPATOPaM UTPHI Ha TJI0X0E MOBEJIEHUE 3TOT0 UTPOKA,
YKEIATEIbHO MPUJIOKUTh KAKHE-TO JI0Ka3aTeNIbCTBA B BUJIE CKPUHOB;

3. He yka3sbiBaiil inunyto nHGopMaIyo B ipodaiiie urpsl;



4. YBaxail Ipyrux y4acTHUKOB I10 UTPE;
5. He ycranasnuBaii HeopuImaabHbIC TATIYH U MOJIBI;
6. Mcrionb3yil ClI0KHBIE U Pa3HbIE APOJIH;

7. J1axxe BO BpeMs UIpbl HE CTOUT OTKJII0YaTh aHTUBUpPYC. [10Kka ThI urpaems, TBOU
KOMIIBIOTEP MOTYT 3apPa3HTh.

OUIIMHT WA Kpaika JIMYHBIX JaHHBIX

OOBIYHOM Kpaskel AeHET U TOKyMEHTOB CETOHS Y>K€ HUKOTO HE YAUBUIIIb, HO C
pa3BUTHEM MHTEPHET-TEXHOJIOTUH 370YMBIIUIEHHUKH MTEPEMECTUIINCH B MHTEPHET,
U TIPOJIOJDKAIOT 3aHUMAThCA "'MIOOUMBIM" 1€TTOM.

Tax nosiBHI1ach HOBast yrpo3a: HHTEPHET-MOLUICHHUYECTBA WK (DUIIMHT, IJaBHas
1€JIb KOTOPOT'O COCTOUT B MOJIYYEHUH KOH(PUACHIIUATbHBIX TAHHBIX
M0JIb30BaTENIEH - TOrMHOB U naposiei. Ha anrnuiickom si3bike phishing unraercs
kak ummHr (0T fishing - peiOHas 0B, password - maposs).

OcHOBHBIE COBETHI IO 0OpHOE C (PUITUHTOM:

1. Cnenu 3a cBouM akkayHTOM. Eciu Thl To103peBaeliib, YTO TBOSI aHKETa ObLIa
B3JIOMaHa, TO HEOOXOAMMO 3a0JIOKUPOBATH €€ U COOOIIHUTh aIMUHUCTPATOPAM
pecypca 00 3TOM Kak MOKHO CKOpEE;

2. Ucnonp3yit 6e301acHbIe BEO-CaliThl, B TOM YHCIIC, HHTEPHET-Mara3uHoB H
IIOUCKOBEIX CHCTEM;

3. Ucnionp3yii crioskHbIC U pa3Hble mapoin. Takum o0pa3om, eciid Te0s B3JIIOMAloT,
TO 3JI0YMBIIIJIEHHUKH MOTy4YaT JOCTYI TOJIBKO K OJHOMY TBOEMY MPODUITIO B CETH,
a HE KO BCEM;

4. Ecnu Te0s1 B3OMaNIN, TO HEOOXOUMO MPEIyNPEIUTh BCEX CBOMX 3HAKOMBIX,
KOTOpBIE 100aBJICHbI y T€OsI B APY3bSIX, O TOM, YTO T€OS B3JIOMAJIU U, BO3MOXKHO,
OT TBOETO UMEHH OyJIE€T PacChUIaThCA CllaM U CChUIKU Ha (PUIITMHTOBBIE CAMTHI;

5. YcranoBu HaaexHbid napois (PIN) Ha MOOWITBHBIN TeE(OH;
6. OTKJII0UM COXpaHEHHUE Maposis B Opaysepe;

7. He oTkpsiBaiil (haiiibl U Apyrue BIOKEHUS B MHUChMaXx, JaKe €CJIM OHU MPUIILITU
OT TBOUX Jipy3ei. Jlydllle yTouHU y HUX, OTTIPABIISIIN JIM OHU TeOe 3TU (Hailsibl.

[Mudposas penyranus

[udpoas penyTtaius - ’TO HEraTUBHAS WJIK MIO3UTHBHAsI HH(POpMAIIHUS B CETH O
tebe. Komnpometupyromias nndopmaiiusi, pa3MeiieHHas B UHTEPHETE, MOXKET
CEphE3HBIM 00pPa30M OTPA3UThCS Ha TBOEH peanibHOM *)u3HU. "[{udposas
penyTarus" - 3T0 TBOM UMUK, KOTOPBINA (popmupyercs U3 uHGopMaluu o Tede B
UHTEpHETE.



TBOE MECTO KUTEIBCTBA, yueObl, TBOE (PMHAHCOBOE TOJIOKEHHE, 0COOCHHOCTH
XapaKTepa U paccKasbl 0 OJU3KHUX - BCE 3TO HAKAILJIMBACTCS B CETH.

MHorue noApOCTKH JIETKOMBICJICHHO OTHOCSITCS K IMyOJIMKAIIUY JTMYHOM
uHpopMaiuu B IHTepHeTe, He TOHMMast BOZMOXKHBIX MOCIeACTBUM. ThI 1axe He
CMOJKEIITb JOTafaThCsl 0 TOM, 4TO hoTorpadus, pasMerieHHas 5 JeT Ha3al, cTajia
NPUYUHON OTKAa3a MPUHATH T€0S Ha paldoTy.

KommMmenTapuu, pa3menienue TBoux Gororpadpuili u gpyrue JeiMCTBUS MOTYT HeE
UCYE3HYTh Ja)K€ MOCJIE TOT0, KaK Thl X YAAJIUIIb. Thl HE 3HACIIb, KTO COXPaHUII
3Ty uHGOpPMaIIUIO, TI0Taja JIU OHA B TOMCKOBBIE CHCTEMBI U COXpaHHUIIACh JIU OHa, a
[JIABHOE: YTO MOAYMAIOT O T€0€ OKPYKAIOIIKE JTHOU, KOTOPhIE HAUIYT U YBUIAT
s10. Halitn nudopmanuio MHOTO JIET CIIYCTS CMOXKET JIFOOOH - Kak U3 J0OPBIX
noOyXIeHH, TaK U C HAMEPEHUEM IPUUUHUTH BPE. ITO MOKET OBITh KTO

YTOIHO.
OCHOBHBIE COBETHI 110 3alIUTE HU(PPOBOI permyTauu:

1. [logymaii, mpexzie 4eM 4To-To MyOJIMKOBATh U MEpeIaBaTh y ceOs B OJI0Te WU B
COIIMAJIbHOM CETH;

2. B nHactpoiikax npouiig yCTaHOBU OTPaHUYEHHUS HA IPOCMOTP TBOETO MPOQPHIIS
U €ro COJAEPKUMOTO, CAETIal ero TOIbKO "W 1py3en’;

3. He pa3mMemnaii u He yka3biBail HH(MOPMAITUIO, KOTOPAst MOXKET KOTO-TH00
OCKOPOJIATH MJIH OOMKATh.

ABTOpCKOE IPABO

CoBpeMeHHbIE MKOJbHUKH - aKTUBHBIE MOJIH30BATENN IIU(POBOTO MPOCTPAHCTBRA.
OpHako naneko He BCE 3HAIOT, YTO MOJb30BaHUE MHOTUMHU BO3MOYKHOCTSIMU
1upoBOro Mupa TpedyeT coOII0ICHUS PAB Ha MHTEJUICKTYaIbHYIO
COOCTBEHHOCTb.

TepmuH "UHTEIUIEKTyalIbHAst COOCTBEHHOCTh'" OTHOCHUTCS K PAa3JIMUYHBIM TBOPECHUSIM
YeJIOBEUECKOT0 yMa, HAUMHASI C HOBBIX M300PETEHUH U 3HAKOB, 0003HAYAIOIITIX
COOCTBEHHOCTb Ha MIPOJYKTHI M YCIIYTH, M 3aKaHUMBasi KHUTaMu, GoTorpadusimu,
KUHO(DHIIEMaMH ¥ MY3bIKQJIbHBIMU TTPOU3BEIICHUSIMU.

ABTOpCKHE ITpaBa - 3TO MpaBa Ha UHTEIUIEKTYalbHYI0 COOCTBEHHOCTh Ha
MIPOU3BEACHUS HAYKH, JINTEPATYPBl U UCKYCCTBA. ABTOPCKHE MpPaBa BbICTYNAIOT B
KaueCTBE rapaHTHH TOTO, YTO MHTEJUIEKTYalbHbII/TBOPUECKHUI TPy aBTOpa HE
OyZAeT HalpacHbIM, JaCT €My CHpaBeIMBbIE BO3MOKHOCTH 3apadoTaTh Ha
pe3yspTaTax CBOETo Tpy/ia, MOJYyYUTh U3BECTHOCTD U Mpu3HaHue. Hukro 6e3
pa3pelIeHns aBTOpa HE MOKET BOCIIPOM3BONUTD €0 IPOU3BEICHHUE,
pacnpocTpaHsTh, MyOJUYHO AEMOHCTPUPOBATDH, IPOAABaTh, UMIIOPTUPOBATH,
MyCKaTh B MPOKAT, MyOJUYHO UCTIOIHSThH, MOKA3bIBATH/UCIIONHATH B 3(pupe miu
pasmemats B MHTEpHETE.



Hcnonp3oBanue "muparckoro” mporpaMMHOT0 00ecreueHus] MOXKET MMPUBECTH K
MHOTUM PUCKaM: OT OTEPH JaHHBIX K TBOUM aKKayHTaM /10 OJJOKUPOBKH TBOETO
YyCTpOMCTBa, I'/Ie yCTaHOBJIEHA HeneranbHas nporpamMma. He crout taxoke
3a0BIBaTh, UYTO CYLIECTBYIOT JIETajbHbIEe U OECIIATHBIE IPOTPaMMBbl, KOTOPbIE
MO’KHO HAWTU B CETH.

O noptase

CereBrUYOK.p(Q - TBOM IJIaBHBIM COBETUYUK B CETU. 3/1€CH Thl MOKEIIb Y3HATh O
0€30M1aCHOCTH B CETH MOHSATHBIM U JOCTYIHBIM SI3bIKOM, & IPU BOZHUKHOBEHUHU
KPUTUYECKON CUTYallMH OOPATUTHCS 32 COBETOM. A TaK)K€ MPUHAThH y4acTHE B
KOHKYpCaXx M CTaTh CaMbIM [U(POBBIM I'PaKIaHUHOM !



